NatWest

Bankline support guides

Using Bankline with Open Banking Third Party Provider (TPP) Services
In this guide

* Introduction to the TPP consent process

* Understanding Bankline roles

* For Bankline administrators — setting up users for Open Banking TPP Services
* Sharing account data with a TPP

* Managing account information consents

* Making a payment usinga TPP

* Importing files of payments from a TPP

Remember these tips to help keep your business safe when using Bankline.

r 3
We will never ask you your full PIN and password online, only three random

digits from each are needed to log in.

N

smartcard codes over the telephone.

3
D ) We will never ask you for any details from your PIN and password, or any
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1. Introduction to the TPP consent process

In this section
* Learn about Open Banking TPP Services and how the consent process works

Third Party Providers (TPPs) can provide a range of services, from showing all your balances
in one place through to making payments.

To use a TPP you'’ll need to have the right privileges assigned to you. You’ll then need to give your
permission for each TPP you want to use in order to access your account information. This is
called providing your consent.

There are three steps to providing consent: [ h
G Requesting consent Make sure you know who

As a Bankline user, if you’ve been you’re dealing with

assigned the privileges to use Open TPPs must be authorised by the Financial

Banking TPP Services, you'll need Conduct Authority (FCA) and they

to give your permission to the TPP must appear on the FCA register before

to approach NatWest. You'll do this they can offer their services. You don’t

on the TPP’s website. have to use TPPs at all, but if you do,

it’s very important to read their terms
and conditions to understand exactly
what they’ll be accessing and how
they’ll use that information.

As with all online payments, be cautious.

Make sure you know who you're
dealing with and check that the site

Q Authentication
You will be redirected to the NatWest
website or mobile application so we
can authenticate the request. You'll need
to confirm your identity by using your
Bankline login details.

e Confirmation is secure and trustworthy. If in doubt,
Once we've verified your identity, you can report fraud here:
you'll need to review exactly what natwest.com/banklinesecurity.
information the TPP needs to be able L )

to provide its service. You can then
confirm NatWest to fulfil the request.

2. Understanding Bankline roles

A Bankline role is a set of privileges that controls which functions a user can access. Roles are also
specific to your business.

¢ Customer roles are created by users with the Manage roles privilege, normally a Bankline
administrator.

¢ Master roles are created by us for your business’s Bankline administrators to give access to
users. A Master role can be the basis for a new Customer role.

A Remember

To use Open Banking TPP Services you need a role that includes the correct TPP
privileges. You also need access to Bankline accounts that have registered for that
Open Banking Third Party Provider’s Services.



http://natwest.com/banklinesecurity

3. For Bankline administrators — setting up users for Open Banking
TPP Services

In this section
* Learn how to set up roles to use Open Banking TPP Services
* Learn how to assign TPP privileges to existing roles

* Learn how to assign TPP privileges to a new role

New TPP privileges in Bankline

There are three new Bankline privileges for use with TPPs:

1) Allow Third Party Provider payments

This lets Bankline users make TPP payments. They also need to have the privilege for the payment
type in question. This could be:

Immediate Payment (for Immediate Faster payment).

* Add Domestic Standard Payment
* Confirm Own Domestic Immediate Payment

If the payment is between two accounts reported on the same Bankline profile.
* Add Transfer (between customer’s own accounts)

* Confirm Own Transfer

2) Create and manage own account information consents

This lets users give their consent to share account information with a TPP. It also means they can
view and manage the consents they set up with TPPs.

3) Manage all account information consents

This allows users to manage all account information-sharing consents set up by any user on their
Bankline profile.
Assigning TPP privileges to existing roles

0 From the Administration menu select e This opens the Edit role page.
Manage Roles then choose the role

you want to assign the privileges to.

o
i
f

Manage roles

{
B
f
1
;
8
|
i

e e v v g 104 Py P pome 5 N

O e v © ot et v

You can use the drop-down menu
e to display privileges by category.

The new TPP privilege categories are
Third Party Provider consents and
P Third Party Provider payments.

AR




e You'll see a message and an unticked

checkbox. You'll need to acknowledge
that you understand the consequences
of assigning privileges in this category.
If you're not sure, select View help to
see our FAQs on what these privileges
allow a user to do.

Once you've selected the appropriate
privileges, read and understood the
message and ticked the checkbox,
select Save and go to save changes
and go to the next step.

The Continue button will take you to the
Assign accounts page. At this stage,
you’ll choose the accounts that this role
will work with.

e If you don’t tick the checkbox,
you'’ll see the error message
“Please select checkbox to
acknowledge the information
message”. You'll need to select
the new privileges again and
tick the box before continuing.

L _J

When using Open Banking TPP Services,
a user can only give consent or make
payments from accounts contained

in the role(s) that have the relevant

TPP privileges.
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A Remember

Only users with the Manage roles privilege can see the Manage roles page.

Assigning Third Party Provider privileges to a new role

From the Administration menu, select
Manage roles and then Create role
in the bottom right hand corner of
the page.

e This will open the Create role page.
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Apart from adding a Role name and
Role description the steps to follow
will be the same as for an existing role.

For information on how to assign
these roles to a user please see our
‘Getting started: administrator’s guide’
(section 3.6) available at:

https://www.business.natwest.com/
business/bankline/support-quides.html



https://www.business.natwest.com/business/bankline/support-guides.html
https://www.business.natwest.com/business/bankline/support-guides.html

4. Sharing your account data with a TPP

In this section

Learn what’s currently supported for sharing
Learn how to share account data with a TPP
Learn about the types of account information that you can share

What’s currently supported?

* You can share your payment enabled Domestic Current, Savings and Currency accounts,
which are reported on your Bankline profile. Consents can last up to 90 days before they need
to be renewed by repeating the process outlined below.

* TPPs may offer payment cards that you can link to one of your payment accounts. If you wish
to use one of these payment cards the TPP will ask you to give your consent for them to check
you have enough funds in your account before you make a transaction. You can do this using
the “Create and manage own account information consents” TPP privilege in Bankline. Any
consent that you have confirmed, including funds check requests, can be viewed online.

* Once you've given your consent to a TPP, they can request account data up to eight times a day.
You can share historic data. If no dates are mentioned in the consent request then all available

historic data will be able to be shared. This is currently up to seven years depending on how long the
account has been open for.

How to share account information and provide consent

Decide on the service you need and
choose which TPP you want to use.
You can share data with more than one
TPP using separate consent requests.

Once you've agreed a service with a TPP,
you’ll need to give them your consent to
share your data with them. Select your
bank from the available list.

The TPP will then direct you to a dedicated
NatWest website or mobile application
(note mobile application will only appear if
you have the Bankline mobile app installed
on your Android or iOS device).

0 Select the Bankline tab. If you're

setting up your consent on a mobile
device and have the Bankline mobile
app, you'll be diverted to the app.

NatWest

Digital services

Please select the service you require from personal or business banking

Parsonal Banking Bankline / Commercial cards

anananan

N,
g

Yeu are new leaving us and we ore
tronsterring you over to NotiWest

Cancel and cetuen 0. T22




e You'll need to authenticate yourself Once authenticated you can either select

using your Bankline login details. Enter the required account(s) you want to share
your Bankline Customer ID and User ID, from those available in the drop down list
example logon shown below. If you are or leave blank to see the list of all available
directed to the Bankline mobile app you accounts which can be shared.

can choose to use biometric ID (Face or Select each account you want to include.

Fingerprint D). Once you'’ve chosen all the accounts you

want to share, select ‘Confirm Access’ to

NatWest

the selected accounts.
Log in to Bankline
T‘W = e Seaarch for an account Q| 1occount selected  Clear all What om | sharing?
User D GBP123,000.00 GBP30,000.00 GBP240.00
Current cleared Current cleared Current cleared
:;7:‘:. o i i Accelerate Electricals Ant & Man
88-88-88 12345678 88-88-88 12345678
GBP10.00 GBP12,000.00
@ Borkine security advice Current cleared Current cleared
e N
ot e o it bttt et o e s
e
Another name here Always another Always & Forever Electric
88-88-88 12345678 88-88-88 12345678 88-88-88 12345678
e Use you r smo rtco rd Ond enter the GBP11.00 GBP888,888.88 GBP888,888.88
Current cleored Current cleored Current cleared
requested characters from your
password, as you would to log in to
Bankline.

° You'll see the details of the access you're
agreeing with the TPP. Check the details
and confirm they’re correct, then select
‘Confirm access’ for the number of
accounts selected.

Log in to Bankline

Customer 1D User 10 Wrons Customer 0 or User 107
a e .
Enter tha responss cods fram your cord reader

2 4 s B 4 e 1T

Erter the cequasted charsttars from your passwsnd
g an

4

What am | sharing?

Account details Payments

« Account name * Direct debits

+ Account number & sort code * Standing orders

+ Account balance + Other payment ogreements you have
setup

Account transactions Account features & benefits

+ Incoming and outgoing + They type of account you have
transoctions from 10 Jul 2018 to
10 Jul 2019

e Once the agreement is successfully set
up, yoUu’ll be redirected back to the TPP to
continue with the service they’re offering.

NatWest a

Q)

We are securely returning you to TPP Name
Your Bankline details have not been saved

Page 6



What account information can be shared

We've set out all of the data that can be shared with a TPP below. However, the agreements
you consent to will vary depending on the type of service being provided.

Your account details

Account basic: Any other name you use to refer to this account.

Account details: Your account nhame, account number and sort code.

Balances: Your account balance.

Your regular payments

Beneficiaries basic: Payee agreements you've set up.

Beneficiaries details: Details of payee agreements you’ve set up.

Standing orders basic: Your standing orders.

Standing order details: Details of your standing orders.

Direct Debits: Your Direct Debits.

Diarised Payments: Your Diarised Payments.

Funds check to confirm availability of funds ahead of

Confirmation of Funds: .
a potential payment.

Your account transactions

Transaction basic credits: Your incoming transactions.

Transaction detailed credits: Details of your incoming transactions.

Transaction basic debits: Your outgoing transactions.

Transaction detailed debits: Details of your outgoing transactions.

Your account features and benefits

Products description: The type of account you have.

The fees, charges and interest you pay.

The benefits, services, rewards and interest your account offers.
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5. Managing account information consents

In this section

Learn how to manage your consents

You can view or withdraw account information-sharing consents from within Bankline.

If you have the privilege ‘Create and manage own account information consents’ you can view
and manage any account-sharing consents you’ve set up yourself.

If you have the privilege ‘Create and manage all consents’ you can view and manage all account
information-sharing consents created on your Bankline profile.

To view and manage account information consents

From the Bankline Administration menu
select Third Party Provider consents,
then select the Manage Consents link.

NatWest

A new window will open, showing

all active consents you have

with TPPs.

NatWest

My Dashboard

Exiens

06 Ape
1426

Expires

24 Apr
11:57

17 Ape
10:57

17 Ape
1057

17 Ape
1057

15 Ape
10:57

Third parties

Third
Porty
Provider
Dov,
O'Connel
po
Schulist

Third Party
Provider

Davis,
O'Cannel
ond Schuist

Huel Group
Huel Group
Ziemann LLC

Huel Group

/N Expiring within the next § days (1)

Cliant

Grant Group

/N All other active agreements {17)

Clant
O'Keefa,
Morguardt and
Jaskolski

Boer ond Sons

Third Party Provider agreements

04 Mar
1157

Gronted

14 Dec
1057

07 Feb
1357

31Jon
1057

17Jon
1057

07 Feb
10:57

Active(18)  Expired (§)  Wihdrown(8)  Deleted, Suspanded and Revoked (33)

Linked
Accounts

22m7

Creoted By

J0E12

2002

USERIILL

JoEA21

UsERI111

Select a consent record to view more
details. If you need to, you can withdraw
the consent at any time by selecting
‘Withdraw access’

Active ogreemant

Balow i the access thet 22222222 sqreed to on 04 Mer 2018 1157

with Dovis, O'Connet and Schulis,

A Details

A History

DATE /TIME
04 March 2018 11:57

v Linked accounts (1)

0 Once selected, confirm the
withdrawal by selecting Withdraw

access in the pop-up window.
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(
A Remember

Withdrawing consent means we’ll no longer send data to the TPP, but it won’t remove
any data already shared with them.

Any other consents you have with the same TPP will remain active.

6. Making a payment using a TPP
In this section
* Learn which types of payments are currently supported

* Learn about making payments through a TPP

Currently supported

* You can make Immediate and Future dated Faster Payments, CHAPS, International Payments

or transfer money between your registered Bankline sterling accounts.

* Some TPP’s will require payments that can be completed entirely by one user and don’t need

additional confirmation. Others will allow confirmation to be completed later, in Bankline.

* All existing Bankline user permissions and confirmations will apply to payments made
through a TPP.

How to make payments through a TPP and confirm them

We’ll use an example of buying equipment from a supplier to show the process. We'll also assume

the user has been correctly set up with the required privileges.
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At the end of the purchase choose to pay

from your bank account.

o Select the Bankline tab. If you're

setting up your consent on a mobile
device and have the Bankline mobile

Checkout &
— 'l be diverted to th
app, you'll be diverted to the app.
ey Vi Pl Gt Prt ot 8 scare
Contact and Delivery  The- ks ks vt e e bl NatWest
Expected delvery (1 R Odor W 19:00 ey and gut )
Somovow Digital services
— Smaung Xoroes, 2028, M £1,166.40
T anc Lugal Mono Laser Prcter Qty.20 Please select the service you require from personal or business banking
8 o 00229 o i
Ramcve | €61 (et}
— o Parsonal Barking Bonkiine / Commarcial cords
o [ ]
»
Order Summary
© Croan/Outcars || ) Puypel
SubTota Ex VA im0
visa I ED T
Daruy Crarge Froe
Cardrumer
ot s
e 2
Cartrckics rame
T £1,309.68
Expiry dote
™ t vy
Card vertication o
° Car
Romember my dosts @

e You'll then need to authenticate yourself

o Select NatWest from the available options.
using your Bankline login details. Enter

Vot SO, DL L O Sroppng Cart Pt ot P .
B Oxchelaogiobin: = = — your Bankline Customer ID and User ID.
———vergtamn ot ey [ ) O 45 vk et 4
Onay Avnne
2 Paymort preps o~ Log in to Bankline
Vos Bty hbbvee [P p— Cumomer 1D
i [ (@ vour credensiot wil not be shored wih the thed porty
T = [ \ bestored o

[ r——.

O Comittswt O Papd O Moy o o b

S [==1

P st ot bk bk v Carw. ox

S ooy =

e e e i il dat

QRES ek v o ko s
- aanw
09,2600

@ Bonkine security advice
e
et Gk shexkd scend berd 5t
e bt 0 e i

Fme et (2t s et iy e bt by gt e
Vs e & At © S —— -

e The TPP will redirect you to our
dedicated site to provide consent
and confirm the payment.

\l/=
He

Yeu ore now leaving uz ond we ore
securehy tronsferring you over to NatWest
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requested characters from your
password, as you would to log in to NatWest 8
Bankline.

available in the drop down list.

Select account and review payment Balances last updoted 14:23 UK Time

- Plecse select account ~ |
Log in to Bankline
o Another Account

Customer 10 User 1D Wrong Customer 1D or
1n e st

12-34-56 43217765 Current cleored GBP8.888.88

Enter the response code from yeur card reader

i Immediate payment example:
. . Fl

o NatWest a

Select account and review payment Baienzes lest updetad 1620 UK Time

Lenmore Electncs & Logstas ",
001177 987654347 Curreen cluarrad GRILA,162 67

From Lenmore Electrics & Logistics
00-11-22 987654342

To AcmelTD
78:09-1¢ 93824452

Amount GBP88s.es
Payment date 11 April 2019
Payment type Single Immedicte Faster Payment
Poyment fee Some as Bankline tariff

rrars ooy rarer?
Your ret: G137 NOOS 0331 1297 Theis rel: LBSB 0363 N9&1 G812

You must have suffcizrt funds avaioble cn the dey of pay
peymsd. plecis noke et in o coves youT reed o concd by 1634
Datrs 2% s ta le o @ cehad.tod paymant, 16g oo your Honking protie and
chack the poymant’s ¥ honig o3 Fubre caed then you ol 5¢ oble t coneel &

Concel poymert Wy sy occeunt ovolobie?

Future dated payment example:

NatWest a

Select account and review payment Balences lest updeted 121 UK Time

Lenmore Electrics & Logistes o,
0011:72 9B7854142 Curvens: chearad GHINA,167 67

From Lonmore Electrics & Logistics
00-11-22 987654342

Acme LTD
78-09-14 93824452

T

Amount GBP888.es
Payment date 11 April 2019
Payment type Future Dated Faster Poyment
Poyment fee Some as Bankline tariff

Virer's may raeert
Your ret: G137 NOOS 0331 1297 Their ref: LB 0563 N941 G812

You must have sufcizre funds avaioble on the dey of paymest. i you nzed to cancel @ scheduied
peymant, piecve note thet in sceme cors you't reed 10 ccnomt by 1600 (UK tire) on the working doy
Dafers 2% 6. 1 L your Gceourt. To oncal a Lehed.ed paymsnt, g artd your Bankin protie and
chack the poyment’s statuz. I s 251 showing o3 ‘Future cazed then you wil be able te cancel it

po— s o
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e You may have supplied this debit account

to the TPP before being passed to the

bank. If it’s a valid debit account, you'll
see it displayed and you won’t need to
select an account.

Immediate payment example:

NatWest ;]

Review payment
Belonces last updotad 14:23 UK Teme

GBP44,162.67

Current cleored

Acme LTD
78-09-14 93824452

™

Payment amount GBP16,589.00
Payment date 11 April 2019
Payment type Single Immediate Faster Payment
Payment fee Same as Bankline tariff

Wohat's my taed?

Your ret: G137 N0OS 0333 1297 Their ref: LB98 0563 N941 G812

B VIl Concel poyment

Future dated payment example:

NatWest L]

Review payment
Bolonces last updoted 14:23 UK Time

From Lenmore Electrics & Logistics GBP44,162.67

00-11-22 98765432 Current cleared

To AcmeLTD
78-09-14 93824452

Payment amount GBP16.589.00
Payment dote 11 April 2019
Payment type Future Dated Faster Poyment
Payment fee Same os Bankline tariff

Whats my torkf?
Your ref: G137 N0OS 0333 L297 Their ref: L898 0563 N941 G812

Schedule payment  [RESEEERURY

Check and confirm the payment details
are correct from whichever the way

the debit account was selected. We'll
confirm the payment type and we’ll also
confirm that the cost will be the same
as a payment made through Bankline.
When you’ve checked the details, select
‘Schedule payment’ to proceed.

Use your smartcard to confirm the
payment. You may be able to choose to
Confirm later if the TPP supports that.

NatWest a

Confirm payment

From Lenmaore Electrics & Logistics
00-11-22 98765432

To Acme LTD
780914 93038452
Poyment amount GBP16,589.00

Payment date 11 April 2019

Use your Bonkline Smortcard ond cord reader

for the final security step. No Smartenrd or reeder?

Scan this with your
Enter the response cods from yeur card reader

¢ e ¢ 9 ¢ ¢ e 9 4

&

@ How do | anprove with my card reader?

Cancel payment

@ You will be redirected back to the supplier.

NatWest a

Q)

We are securely returning you to TPP Name
Your Bankline details have not been saved
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7. Making Payments by importing files usinga TPP

In this section

Learn how you can import files to make a number of Payments.

Learn what file formats can be imported.

Currently supportedvia Open Banking TPP Services

You can use a TPP to submit a file of payments that will be processed, provided you have
the correct Open Banking privileges in place.

The file has the correct content to be processed otherwise it will be rejected.

You can import a file via a TPP, provided that the file is formatted as one of the following:
‘Bankline CSV’

- ‘XML

- ‘SWIFT MT10Y’

- ‘SWIFT MT103’

- ‘BACSTEL

You can make Bulk Faster payments to multiple accounts from the same debit account,
this is called a Bulk Payment. All existing Bankline user permissions and authorisations will
apply to payments made through a TPP.

You can make all Faster, CHAPS, International and IAT payments from multiple debit

accounts, this is called a Batch Payment. All existing Bankline user permissions and
authorisations will apply to payments made through a TPP.

How to import payments through a TPP

We’ll use an example of importing a file to pay for office stationery to show the process. We'll also
assume the user has been correctly set up with the required privileges.

6 Select the file you want to import via the 0 Ensure you have selected the correct file
TPP, ensuring it is in the correct format to be imported and then select Pay now
and has the correct content (example (example shown below of a TPP screen).

shown below of a TPP screen).

Accourm

Xero_111 Office_Su,

£ Batch payment

Payments ready for submission
Reference Description No. of payments. Amount
Bulk payment

Office_937843_Staionery ~ Ykw v Office Supphes 3995 15,000.00
Payments to multiple accounts from the same debit account

Paymant 1o ba taken from
Reforence Descrigtion No. of payments. | Total GBP

NatWest v Total £15,000.00 GBP
Xero_123 PayoiGroupA_Nov2018 15 | 1500000 | Viw

Xero_456 Description 4| 10,00000 | View
Xero_T89 Descripton 3| 600000 | View
Xero_012 Descripton 3| 400000 | view

Batch payments
Payments to multiple accounts from multiple debit accounts.

Reference Description No. of payments | Total GBP

Xero_000 Marketing_83257_PR 6 | 1871300 Vi

Xero_111 Office_837843_Stationery 3995 | 1500000 vew |
Xero_222 Communications_28437 €| 45000 W
Xero_867 Cront_Expenses_92378_harses 14| e282  Viw

Xero Ltd
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e The TPP will redirect you to our dedicated

site to provide consent and authorise
the payment.

You are now leaving us and we are
securely transferring you over to NatWest.

Cancel and return to <TPP Name>.

0 Select the Bankline tab. If you're

setting up your consent on a mobile
device and have the Bankline mobile
app, you'll be diverted to the app.

NatWest

Digital services

Plaose select the service you require from personal or business banking

Parsonal Banking Bankiine / Commaercial cords
CleorSpend

You’ll then need to authenticate yourself
using your Bankline login details. Enter
your Bankline Customer ID and User ID.

NatWest @ swem

Log in to Bankline

Customer 10

‘ [ ———

User D

Not o Bonktns wses?

@ Bonkiine security advice

Vo8 v ok for e, poseerds o ertcond

o ubfect 10 egel octon.

e Use your smartcard and enter the

requested characters from your password,
as you would to log in to Bankline.

NatWest @ sopen

Log in to Bankline

Enter the response cods from your card reader

2 4 6 8 4 e a7
Entar the requested choracters from your password
EYEE

4
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o You will be presented with the following You will be then redirected back to
screen when the checking of the file has the TPP.

been successful. You can then review the .
payment file being imported and proceed
by selecting Import payments.

NatWest &
Review payment file C

This is @ valid file format We are secuntely retur.'nlng you to <tpp names.
§ June 2019 08:15 UK Time Your Bankline details have not been saved
Received from TPP name
File name Office_937843_Stationery

(Smb)
Number of payments in file 3995

The fle has possed initiol checks. Please note, no payments have been processed yet.
To complete this payment, o suitably permissioned user needs to authorise it in Bankline.
We'll return you to <TPP nome> while we process thi file.

Import poyment file

If the file has errors with content or is in
the incorrect file type when checked a
screen advising the error will be shown.
You then select Return to TPP.

NatWest a

Review payment file

We're sorry, we can’t import this file.
Please return to your third party provider to re-upload the file oin @ volid format (CSV).

Received from TPP nome
File name Office_937843_Stationery

(smd)
Number of payments in file 3995

Return to TPP.
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